
 

 

 

 

 

Remote working security check-list 
Follow these steps to ensure the security of data and systems when working 

remotely using your own devices: 

 

1. Check that all computer equipment has up to date anti-virus protection and 

firewalls where possible 

2. Using public Wi-Fi is prohibited while delivering services on a personal 

device. Ensure that your WIFI is password protected 

3. Make sure that laptops, computers and phones are password protected 

4. Ensure that computer equipment is not left unattended when not in use  

5. Check if your device can access all the systems you need.  

6. Keep all matters related to work within the company platform & not via text 

or social media. 

7. Don’t allow corporate data to be uploaded to a personal cloud account. For 

example if you have to download a document to a personal mobile device, 

turn off automated backups. This can normally be controlled through the 

device settings. 

8. At the end of each working day, you should manually delete all downloaded 

files and attachments.  

9. Make sure the software/operating system on your device is up to date. All 

devices should be using the latest version of the operating system. Microsoft 

provide guidance on updating Windows software here 

10. Make sure you sign out of work profiles and accounts at the end of the day. 

11. Take particular care when deciding how to handle more sensitive 

information or ‘special category data’. Special category data is personal data 

that needs more protection because it is sensitive, such as data detailing 

people’s race, ethnicity or sexual orientation. 

12. Report any information incidents following Citizens Advice’s guidance. An 

information incident is when personal data is suspected of being handled or 

managed in a way that doesn’t meet data protection rules.  

13.  If you are leaving Citizens Advice, ensure a ‘computer equipment check’ 

takes place. Ask your manager for further information. 

14. If using your own mobile to call clients, block your caller ID before you dial 

the number either by dialling 141 first or going into settings to ‘Silence 

Unknown Callers’.  And delete client numbers from your phones in-coming 

call record. 

15. Be mindful of storing client information securely or disposing of it safely 

 

https://support.microsoft.com/en-gb/help/4027667/windows-10-update
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/
https://www.citizensadvice.org.uk/bmis/Back-office/data-protection/report-an-information-incident/

